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Net Report Case Studies

Net Report in Summary

Net Report helps enterprises turn deployed security systems into effective enterprise Knowledge and
Protection. Net Report offers integrated security information and Database management, and a real-time risk
analysis and alerting solution for early warning of security threats and forensic Regulatory Compliance.
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Case Studies
Customer Example: Compliance
Customer: A large Supermarket Chain.

Customer Needs: Rapidly needed to implement log collection, storage, monitoring and reporting to comply with
Sarbanes-Oxley.

Net Report Solution: Net Report collects event information from your Firewalls, Proxies, Intrusion Detection
Systems and critical server operating system logs. Net Report’s system performs the initial analysis and notifies
analysts of the real attacks to vulnerable systems. Net Report Dashboard Reporting (via PDF and HTML Reports) is
used to generate daily and monthly reports that are disseminated to compliance stakeholders and kept on record as
proof of due diligence. Net Report is a centralized solution providing you with a blended view of security and network
metrics to effectively manage threats.

Advantages: “Net Report streamlined our security operations, fulfilled Sarbanes-Oxley, COBIT and ISO 17799 audit
trail requirements (Sarbanes—-Oxley Sections 103, 302, 304, 308, 404, 409, 802, 1102,;COBIT Delivery and Support
Objectives, ISO 17799 Sections 6, 8, 9 and 12), enabled information system activity review to be performed at a
reasonable cost and increased protection without additional required headcount” stated the Company Risk Manager.
More...

Customer Example: Automisation
Customer: Pharmaceutical Organization

Customer Needs: Seek a product to cover all their security devices (firewalls, Proxies, IDS... ) and treat a huge
volume of data. “Our IT Team spend hours pouring over logs looking for exploits. We can no longer manually analyze
the reams of log data produced by our security devices”.

Net Report Solution: Centralized Business Intelligence, highlights true threats and attacks, correlates real-time
events and alerts you to quickly and easily mitigate security breaches. Net Report automizes the process from end-to-
end, which saves your IT Team from manually analysing logs. Net Report brings you breadth and depth of knowledge
- covering a wide range of security devices and drill-down data.

Advantages: “Net Report’s all-in-one solution now means that we get real added value out of our investments in
firewalls, Proxies, IDS and Anti-Viruses and automize the analysis and alerting of malicious events in real-time. What
we especially liked about Net Report is that the alerting system can generate a set of actions based on the type and
severity of the event,” said the Manager of Security Operations. "I am e-mailed when a key host is under attack. This
means that my team is on top of critical events, each member has access to the Net Report Web Portal with the
reports and tools we need to rapidly resolve them.”

More...

' Customer Example: Real-Time and Forensic Analysis
¥ Customer: Large Government Agency

Customer Needs: To detect, receive reports, react and resolve in real-time yet with the possibility of performing
forensic analysis.

Net Report Solution: Net Report offers a centralized collection, analysis, alerting and reporting solution to
seamlessly integrate in your Internal IT controls investigation workflow. This significantly reduces the time between
detecting an attack and resolving it. All Net Report’s tools are available in real-time (reporting, alerting) and old logs
can also be “replayed” through the system for forensic analysis. This means that you have single solution or both
real-time monitoring and forensic investigation with a consistent set of interfaces and functions.

Advantages: “What we particularly appreciated with Net Report is that the user can move between real-time
monitoring and forensic analysis with a single click of the mouse. Events from any time period can be viewed thanks
to Net Report’s intricately chronologically linked (daily and monthly) Dashboard Reports. All our users have access to
the Net Report Web Portal which means that we can all generate real-time reports whilst benefiting from the historical
trending options.”

More...
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M Customer Example: Daily Department-Specific Dashboards

Customer: International Operator
P Customer Needs: Create meaningful data to prove that the IT infrastructure is being well-monitored and protected.

Net Report Solution: Net Report’s centralized collection, analysis, alerting and reporting suite produces an
automated stream of information and real business intelligence. The stream is directed, Dashboard Reports are
created in PDF (and HTML) and e-mailed to each key business group in your enterprise on a daily basis. This means
that each department receives daily updates and monthly overviews on the enterprise’s security position for each of
their major assets and business processes. For example, your IT Security team receives the statistics on attack
sources, exploit types and cases managed, navigation is easy thanks to Net Report’s unique intricate hyperlink system
which takes you directly to the information you need. Upper management can therefore hone in on information that
summarizes the overall security health of the corporation as well as the efficiency of the security operation. The
Auditors and Board members can independently validated corporate-wide security information. Net Report provides
both pre-defined and customizable reports that can be run in real-time or on a scheduled basis (e.g. to be sent in PDF
format by e-mail to the parties concerned).

Advantages: “Net Report is a real one-stop-shop for us, their dashboards address each line of business of our
respective security positions! Our Senior management, Board, Audit team and Security Staff receive reports on a daily
basis. Net Report have literally turned around our internal IT security management!”

More...

Customer Example: Log Archiving and Replay

Customer: Leading Insurance Group

Customer Needs: Seek a Log Archival and Forensic Replay solution.

Net Report Solution: Net Report collects event information from all your enterprise security devices (Firewalls, IDS,
Proxies, Anti-Viruses, Anti-Spams, RAS, Web Servers, Windows Event Viewer Application, Security and System logs).
Net Report safely stores these logs in their “raw” format for long-term storage in its Log Archive product. Net Report
Log Archive is a reliable vault for Security, Regulatory Compliance and legal evidence. Net Report Log Replay enables
you to replay any log at any time for forensic purposes.

Advantages: “Net Report’s Log Archive and Replay products, met COBIT audit trail needs, ensured safe and certified
storage and increased our Enterprise Data Protection” stated the Bank’s Manager of Security Operations.

More...

Customer Example: Employee Web Surfing Marshal
Customer: Large Industrial Company

Customer Needs: Seek a product to monitor employee Internet Usage. A company Internet policy is in place,
however certain employees are suspected to have gone against company policy.

Net Report Solution: Net Report enables companies to survey company internet usage, thus monitoring employee
visits to forbidden sites (e.g. gambling, sex, pornography, pedophilia, political...) and illegal actions performed which
could endanger the company. Net Report follows user traffic and enables you to provide 24/7 evidence to support a
court case before a tribunal.

Customer Quotes: “Thanks to Net Report we were able to put the finger on illegal company Internet surfing and
reduce our business risk, increase our productivity and protect our Company’s reputation!” stated the company’s Chief
Security Officer.

More...

Net Report Key Products

Net Report Log Analyser: Precision Dashboard Suite analyzing logs with adaptable and customized reports.
Net Report Monitoring Center: A Real-Time Management Solution allowing pro-activity on any event on
your system.

Net Report Tool Kit: A Customization product for the creation of New Reports, Modification of Existing
Reports, Tailoring of Reports for your Enterprise’s Look & Feel and the Creation of Cross-Device Correlation.
Net Report Log Archive: Reliable Log Archives for Security, Regulatory Compliance and legal evidence.

Net Report Addresses

Net Report Headquarters: 130 Rue Baptistou, ZAE Nord, 34980 Saint Gély du Fesc, FRANCE.

Tel: +33 467 844 800 Fax: +33 467 844 811 e-mail: sales@netreport.fr

Net Report Sales Office: Allasso France, Immeuble Europe Avenue, 3°™ et 4°™ &tage, 62 Bis Av. André
Morizet, 92643 Boulogne-Billancourt Cedex, France.

Tel: +33 146 841 566 e-mail: sales@netreport.fr
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